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Instructions for changing the token
password, administrator password, PIN and
PUK

This document provides detailed instructions for managing the password, administrator
password, PIN (digital signature PIN), and PUK (digital signature PUK) for SafeNet
IDPrime 940/3940 smart cards and 5110 token as a qualified electronic signature/seal
creation device (QSCD). These credentials protect access to the QSCD and cryptographic
keys stored on it and changes are executed through the SafeNet Authentication Client
application in a Windows environment.

To work with the IDPrime 940/3940 smart cards and 5110 token (hereinafter referred
to as "IDPrime 940"), the SafeNet Authentication Client for Windows application must
be installed on the computer to which the smart card reader is connected.

The application is available for download on:

https://eidas.disig.sk/sk/kvalifikovane-certifikaty/podpora/qgscd-
zariadenia/gemalto/
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Instructions for changing the token password, administrator password, PIN and PUK

I. Check the status of IDPrime 940

1. Determine which password or PIN is locked within the SafeNet application.

2. After launching the "SafeNet Authentication Client Tools" application, select the
reader containing the IDPrime 940 smart card (if you have multiple smart card
readers connected) and click the "View Token Info" button.

3. Check the number of remaining retries. If the counter is at zero, please follow the
corresponding guide to unlock it (if applicable).

@ Token Information: Card #8D9EF0538F39F174 X
& st amnend  S8FE@NeEt Authentication Client THALES |
Product name IDFrime 940 ~
Card type IDPrime
Applet Version IDPrime Java Applet 44.2.A
Mask version G286

S a fe N E Token Password Present
I Token Password retries remaining 5 _I

Maximum Token Fassword retnes a2 -
Token Password expiration Mo expiration
Administrator Password Present

Yubico| | Administrator Password retries remaining 5 |
v OTP+l]  Maximum administrator Password retries 5
FIPS NAA

Common Critera (CC) CC EALS= /PP QSCD
2 Card #{  Token unlock objects Administrator

W | Digital Signature PIN retries remaining 3 |
Di ]

gital Signature PIN maximum retries

Digital Signature PUK retries remaining 3

Digtal Signature PUK maximum retries 3

Sign padding on-board Yes
Supported kev size 40036 bits

p View Token Info

Technical support: podpora@disig.sk Page 2z 15




Instructions for changing the token password, administrator password, PIN and PUK

Il. Changing the Password of IDPrime 940

1. After launching the "SafeNet Authentication Client Tools" application, select the
reader containing the IDPrime 940 smart card (if you have multiple smart card

readers connected) and click on the "Detailed View / Advanced View" option (see
image).

@ SafeMet Authentication Client Tools - X

THALES

SafeNet Authentication Client

N Card #SDIEFOSISFIGFITA | / Rename Token

ki Change Token Password

Unlock Token

n-
® Delete Token Content

View Token Info

thalesgroup.com

2. To change the Password, click on the "Change password" option (see image).

@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 201?28

/
§) SefeNet Authentication Cert Tools @ B | BELE ST 4%

v 4§ Tokeny

- V% Card #EC5271A23A869724 Meno tokenu Card #EC5271A23A869724 "
HES vy E— —
\/ Windows Hello for Business 1 Meno ci.acky SRS SRR USRS St
£..28% Nastavenie kiienta Sériové ¢islo (PKCS#11) EC5271A23A869724
Volné miesto (odhadované minimum) 72110
1D karty (GUID) (0x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 940
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Instructions for changing the token password, administrator password, PIN and PUK

3. The "Change Password" dialog box will appear. To proceed with changing the
PASSWORD, enter your current PASSWORD, then enter the NEW PASSWORD twice,
and click "OK".

'@' Change Password: Card #8D9EF0538F39F174 *
SafeNet Authentication Client THALES
I
Current Token Password: |'""" |
New Token Password: |uu |
Confirm Password: |'"""| |

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §. &, %).

Current Language: EM

Cancel
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Instructions for changing the token password, administrator password, PIN and PUK

lll. Changing the electronic signature PIN

1. After launching the "SafeNet Authentication Client Tools" application, select the
reader containing the IDPrime 940 smart card (if you have multiple smart card
readers connected) and click on the "Detailed View / Advanced View" option (see
image).

@ SafeMet Authentication Client Tools

- x

THALES

SafeNet Authentication Client O 1?8

: Card #8D9EF0538F39F174 / Rename Token

hhkk Change Token Password

Unlock Token

n.
@ Delete Token Content

View Token Info

thalesgroup.com

2. TO CHANGE THE DIGITAL SIGNATURE PIN: Click on the "Change PIN of the digital
signature” option (See image).

@ SafeNet Authentication Client Tools - X
THALES
SafeNet Authentication Client 20128
§) SafeNet Authentication Client Tools @ BEEN $[P@|@®? oI
v <5 Iokeny o
-V % Card HEC5271A23A865724 Meno tokenu Card HEC5271A23A869724 a
> % S —— Kategéria tokenu Hardware
B Wm::::n:ffm — Meno &itadky SMSC SMSC USX101x Reader 0
2 S A Sériové &islo (PKCS#11) EC5271A23A869724
Volné miesto (odhadované minimum) 72110
ID karty (GUID) (x4B400052C2472A784B400052C2472...
Meno produktu |IDPrime 940

[
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Instructions for changing the token password, administrator password, PIN and PUK

3. The "Change Digital Signature PIN" dialog box will appear. To proceed with
changing the PIN, enter your current PIN, then enter the NEW PIN twice, and click

IIOKII.
';5;' Change Digital Signature PIN: >
SafeNet Authentication Client THALES
I
Current Digital Signature PIM: |'""" |
Mew Digital Signature PIN: |uu |
Corfimn PIN: [sees] |

The new PIN must comply with the guality settings defined on the tolen.

A secure PIM has at least 8 characters, and containg upper-case letters, lower-case letters, numerals,
and special characters (such az |, § #, %).

Current Language: EM

Cancel
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Instructions for changing the token password, administrator password, PIN and PUK

IV. Changing the Electronic Signature PUK

1. After launching the "SafeNet Authentication Client Tools" application, select the
reader containing the IDPrime 940 smart card (if you have multiple smart card
readers connected) and click on the "Detailed View / Advanced View" option (see

image).
(S) safelNet Authentication Client Tools - *
THALES
SafeNet Authentication Client O 12 e
ki Change Token Password
ﬁ- Unlock Token
® S
0 —

2. TO CHANGE THE ELECTRONIC SIGNATURE PUK: Click on the "Change Digital
Signature PUK" option (see image).

@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 2012 e

v &y Tokeny

8 SafeNet Authentication Client Tools GREHEEN BPELSS S q@-

P v T, Meno tokenu Card HEC5271A23A869724 a
: g :‘gm:w Kategdria tokenu Hardware
. 1.q Windows Hello for Business 1 Meno ci‘acky SMSC SMSC USX101x Reader 0
45k Nastavenie klienta Scriove.co({LEDEAT) EC5271A23A869724
Volné miesto (odhadované minimum) 72110
ID karty (GUID) (x4B400052C2472A784B400052C2472..
Meno produktu IDPrime 940
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Instructions for changing the token password, administrator password, PIN and PUK

3. The "Change PUK Digital Signature Code" dialog box will appear. To proceed with
changing the PUK, enter your current PUK value, then enter the NEW PUK twice,
and click "OK".

'@' Change Digital Signature PUK: *
SafeNet Authentication Client THALES
I
Current Digital Signature PUK: |'"""'"‘ |
New Digital Signature PLIK: |uuu |
Corfim PUK: |sseses |

The new PUK must comply with the quality settings defined on the token.

A secure PUK has at least 8 characters, and contains uppercase letters, lower-case letters, numerals,
and special characters (such as |, § #. %).

Current Language: EM

Cancel
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Instructions for changing the token password, administrator password, PIN and PUK

V. Changing the Administrator Password

1. After launching the "SafeNet Authentication Client Tools" application, select the
reader containing the IDPrime 940 smart card (if you have multiple smart card
readers connected) and click on the "Advanced View" option (see image).

@ SafeMNet Authentication Client Tools — >

THALES

SafeNet Authentication Client O 1?28

: Card #3D9EF0538F39F174 / Rename Token

xhkk Change Token Password

Unlock Token

n-
® Delete Token Content

View Token Info

thalesgroup.com

2. TO CHANGE THE ADMINISTRATOR PASSWORD: Click on the item "Change
Administrator Password" option (See image).

@' SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 201?28

§) Safelet Authentication Client Tools @ B E S\ | p@|@| KX
v 4; Tokeny
V@ Card HEC5271A23A869724 Meno tokenu Card #EC5271A23A869724 A
| 2 § ﬁc o Kategéria tokenu Hardware
Y — d:::mffor — Meno Gitacky SMSC SMSC USX101x Reader 0
L gy 7 TUindOWS, Sériové &islo (PKCS#11) EC5271A23A869724
----- 40% Nastavenie klienta — L
Volné miesto (odhadované minimum) 72110
D karty (GUID) 0x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 940

Technical support: podpora@disig.sk Page 9 z 15




Instructions for changing the token password, administrator password, PIN and PUK

3. The "Change Administrator Password" dialog box will appear. To proceed with
changing the Administrator Password, enter your current password value, then
enter the new password twice, and click "OK".

@ Change Administrator Password: Card #3D9EF0538F39F174 x

SafeNet Authentication Client THALES
|

Current Administrator Password:

New Administrator Password: | Tl |

Confim Passward: |""""- |

A secure password has at least 8 characters, and contains uppercase letters, lowercase letters,
numerals, and special characters (such as |, §, &, %).

Current Language: Sk

Cancel
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Instructions for changing the token password, administrator password, PIN and PUK
VI. Unlocking the IDPrime 940 Card Password

Access to the card is protected by a Password. Unlocking the Password requires
entering the AdminPassword. Creating a signature/seal requires entering the PIN.
Unlocking the PIN requires entering the PUK.

The default values set by the manufacturer are:
Password: 0000 (4 x 0) AdminPassword: enter the value "0" 48 times

PIN: 000000 (6 x 0) PUK: 000000 (6 x 0)

If you enter an incorrect Password 5 times in a row or an incorrect PIN 3 times in a

row, the card will block. It must then be unlocked using the Administrator Password
or PUK.

1. CRITICAL WARNING: If you enter an incorrect PUK 3 times in a row, your card will
be permanently blocked and rendered unusable. At this point, you will lose access to all
keys and certificates, and their recovery will be impossible!

1. After launching the "SafeNet Authentication Client Tools" application, select the
reader containing the IDPrime 940 smart card (if you have multiple smart card
readers connected) and click on the "Detailed View / Advanced View" option (see
image)

'@' SafeMet Authentication Client Tools - X

THALES

SafeNet Authentication Client

k Card #8DSEF0538F39F174 / Rename Token

*Rhk Change Token Password
Unlock Token

i
@ Delete Token Content

View Token Info
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Instructions for changing the token password, administrator password, PIN and PUK

2. To unblock the token password, click on the item “Set Token Password” option.

‘§;‘ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client/ 201?28

[
S) SafeNet Authentication Client Tools @ BEEN ‘ B (& U§| f 4 %

v &g Tokeny
v Ca"‘CﬁEC-"_Z;k‘f‘ZWW?‘ Meno tokenu Card #EC5271A23A869724 "
g N ;eﬂ ! Aaty Kategdria tokenu Hardware
poesarena Meno Eitadky SMSC SMSC USX101x Reader 0
< Windows Hello for Business 1 ———

N o Sériové Eislo (PKCS#11) EC5271A23A869724

<0¢ Nastavenie klienta L L
Volné miesto (odhadované minimum) 72110
ID karty (GUID) (x4B400052C2472A784B400052C2472....
Meno produktu IDPrime 940

3. The “Administrator Logon” dialog box will appear. Enter the AdminPassword and
confirm with “OK”.

o Note: You can write down the original administrator password in an
application like Notepad and copy-paste it.

';,5;' Adrninistrator Logen %
SafeNet Authentication Client THALES

Enterthe Token's administrator Passwaord .

Token Name: Card #8DSEF053BFI5F174

Administrator Password: ||

Current Language: SK

QK Cancel

4. The “Set Password” dialog box will appear. Enter the new password twice, you can
also set the original password “0000” and confirm with “OK”.
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Instructions for changing the token password, administrator password, PIN and PUK

@ Set Password: Card 28D9EFO538F39F174 *

SafeNet Authentication Client THALES

Token Password: “ |

Confimn Pagsword: ‘ |

[] Token password must be changed on first logon

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase letters, lower-case letters,
numerals, and special characters (such as |, &, &, %).

Current Language: SK

Enter a new password.

o |

VIl. Unlocking the Electronic Signature PIN

1. To unblock the PIN, click on the item “Set Digital Signature PIN” option.

@' SafeMet Authentication Client Tools - X

THALES

SafeNet Authentication Client

: Card #8DSEF0538F39F174 / Rename Token

*Rhk Change Token Password

Unlock Token

i
@ Delete Token Content

View Token Info

thalesgroup.com
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Instructions for changing the token password, administrator password, PIN and PUK

2. The “Digital Signature PUK Logon” dialog box will appear. Enter the electronic
signature PUK value and confirm by clicking “OK”.

;?3; SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 201926

Xy
§) SafeNet Authentication Client Tools @PREEN BPELSLNEB Y A@
v -af Tokeny
. v -{® Card #EC5271A23A869724 Meno tokenu Card #EC5271A23A869724 "
# EE;:::::?Y Kategoria tokenu Hardware
<> Windows Hello for Business 1 Meno &itacky SMSC SMSC USX101x Reader 0
| ama e Sériové Eislo (PKCS#11) EC5271A23A869724
~40¢ Nastavenie klienta o —
Volné miesto (odhadované minimum) 72110
ID karty (GUID) (0x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 540

3. The “Set PIN” dialog box will appear. Enter the new PIN twice, you can also set
the original PIN as “000000” and confirm by clicking “OK”.

'@' Set PIM: Card #8D9EF0538F39F174 s

SafeNet Authentication Client THALES

Mew Digital Signature PIN: “ |

Corfimm PIM: ‘ |

Token PIMN must be changed on first logon

The new PIN must comply with the quality settings defined on the token.

Azecure PIN has at least 8 characters, and contains upper-case letters, lower-case letters, numerals,
and special characters (such as |, 8, #, %).
Current Language: SK

Enter a new FPIN.

oK Cancel
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Instructions for changing the token password, administrator password, PIN and PUK

VIll. WARNING

@® NEVER run "Initialize Token".

Doing so will PERMANENTLY DESTROY all certificates and token settings, rendering the
token completely UNUSABLE.

';i' SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client @019?e

Safelet Authentication Client Tools B S | & | | | T 4 %
g‘ '[okens
v S FeE Initialize Token Card #3D9EF0538F39F 174 n
5] CC certficates sy Hard
i "ﬂ Solings oken category ardware
Reader name Gemalto USB Smart Card Reader 0
Yubico Yubikey 4 OTP+U2F+CCID 0
o s TRy ST Serial number (PKCS#11) 8DIEFO538F39F 174
+0¢ Client Settings = :
Free space (minimum estimated) 63368
Card 1D {GUIDY Ox4B400053A04 72A734B400053AD4 72478

Product name |DPrime 940
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