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Navod na zmenu hesla tokenu,
administratorského hesla, PIN a PUK

Tento dokument poskytuje podrobné pokyny na spravu hesla, administratorského hesla,
PIN-u (PIN k elektronickému podpisu) a PUK (PUK k elektronickému podpisu) pre Cipové
karty SafeNet IDPrime 940/3940 a tokeny 5110 ako kvalifikované zariadenia pre
vytvaranie elektronického podpisu/pecate (QSCD). Tieto pristupové Udaje chrania
pristup ku kvalifikovanému zariadeniu (QSCD) a na nom ulozenym kryptografickym
kliCom. Zmeny sa vykonavaju prostrednictvom aplikacie SafeNet Authentication Client
v prostredi systému Windows.

Pre pracu s ¢ipovymi kartami IDPrime 940/3940 a tokenmi 5110 (dalej len ,,IDPrime
940“) je nevyhnutné mat’ na pocitaci, ku ktorému je pripojena citacka Cipovych kariet,
nainstalovanu aplikaciu SafeNet Authentication Client for Windows.

Aplikacia je dostupna na prevzatie na adrese:

https://eidas.disig.sk/sk/kvalifikovane-certifikaty/podpora/qgscd-
zariadenia/gemalto/
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

I. Kontrola stavu zariadenia IDPrime 940

1. Zistite v aplikacii SafeNet Authentication Client, ktoré heslo alebo PIN je

zablokované.

2. Po spusteni aplikacie ,SafeNet Authentication Client Tools“ vyberte Ccitacku,
v ktorej je vloZena Cipova karta IDPrime 940 (ak mate pripojenych viacero ¢itaciek
Cipovych kariet), a kliknite na tlacidlo ,,View Token Info“. Ak chcete vidiet vsetky
zobrazené hodnoty, musite posunit’ zobrazenie v okne smerom nadol pomocou

posuvacej listy vpravo.

3. Skontrolujte pocet zostavajlcich pokusov. Ak je pocitadlo na nule, postupujte
podla prislusného navodu na odblokovanie (ak je to mozné).

'@ Toeken Information: Card #8DSEF0528F35F174 X
8 sorne umennd  S@feNet Authentication Client THALES ||
Product name IDFrime 340 ~
Card type IDPrime
Applet Version |IDPrime Java Applet 442 A
Mask version G286
S a fe N E Token Password Present
Token Password retries remaining 5
[admum Token Fasswol nes =
Token Password expiration No expiration
Administrator Passwaord Present
s Yubico| | Administrator Password retries remaining 5 |
v OTP+l]  Maximum administrator Password retries 5
FIPS N/A
Common Criteria (CC) CC EALB= /PP QSCD
: Card #{ _ Token unlock obiects Administrator
W I Digital Signature ﬂN retries remaining 3 I
Digital Signature PIN maximum retries 3
Digital Signature P UK retries remaining 3
Digital Signature PUK maximum reties 3
Sign padding onboard Yes
Supported kev size 4096 bits -
Copy oK
I 1
p View Token Info
< >
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

Il. Zmena hesla k zariadeniu IDPrime 940

1. Po spusteni aplikacie ,SafeNet Authentication Client Tools“ vyberte citacku,
v ktorej je vloZena Cipova karta IDPrime 940 (ak mate pripojenych viacero ¢itaciek
Cipovych kariet), a kliknite na volbu ,Detailed View/Advanced View* (pozri

obrazok).

@ SafeMet Authentication Client Tools

SafeNet Authentication Client

- *

THALES

: _ Card #8D9EF0538F39F174

/ Rename Token

ki Change Token Password

Unlock Token

n-
® Delete Token Content

View Token Info

thalesgroup.com

2. Pre zmenu hesla kliknite na volbu ,,Change password“ (pozri obrazok).

@ SafeNet Authentication Client Tools

- X

THALES

SafeNet Authentication Client 201?28

§) SafeNet Authentication Client Tools
v &5 Tokeny
[ v @ Card HEC5271A23A869724

-1 ) CCcetfikaty
A Nastavenia

-4 Windows Hello for Business 1
404 Nastavenie klienta

Technical support: podpora@disig.sk

/
GEHEEN BESEI@ Tk

Meno tokenu Card #EC5271A23A869724 ~
Kategdria tokenu Hardware

Meno &itagky SMSC SMSC USX101x Reader 0

Sériové ¢islo (PKCS#11) EC5271A23A869724

Volné miesto (odhadované minimum) 72110

1D karty (GUID) (0x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 940
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

3. Zobrazi sa dialégové okno ,,Change Password“. Pre pokracovanie v zmene HESLA
zadajte svoje aktualne HESLO, nasledne dvakrat za sebou zadajte NOVE HESLO
a kliknite na ,,OK“.

';5;' Change Password: Card #8D9EF0538F39F174 *
SafeNet Authentication Client THALES
I
Current Token Password: |'""" |
New Token Password: |uu |
Confirm Password: |'"""| |

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §. &, %).

Current Language: EM

Cancel
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

lll. Zmena PIN k elektronickému podpisu

1. Po spusteni aplikacie ,SafeNet Authentication Client Tools“ vyberte citacku,
v ktorej je vloZena Cipova karta IDPrime 940 (ak mate pripojenych viacero ¢itaciek
Cipovych kariet), a kliknite na volbu ,Detailed View/Advanced View* (pozri
obrazok).

@ SafeMet Authentication Client Tools

- x

THALES

SafeNet Authentication Client O 1?8

: Card #8D9EF0538F39F174 / Rename Token

hhkk Change Token Password

Unlock Token

n.
@ Delete Token Content

View Token Info

thalesgroup.com

2. PRE ZMENU PIN K ELEKTRONICKEMU PODPISU: Kliknite na volbu ,,Change PIN of the
digital signature“ (pozri obrazok).

@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 2012 e

v -&% Tokeny
. v @ Card #HEC5271A23A869724

§) SafeNet Authentication Cient Tools @ BEE\| u.,p@“g@g *

v Zu Meno tokenu Card #EC5271A23A869724 A
¢ § CC catiicRy Kategéia tokenu Hardware

P Wm:‘::::{::ffor — Meno &itacky SMSC SMSC USX101x Reader 0

L@ B

8% Nastavenie kiienta Senow'le f:ldo (PKCS#11) - EC5271A23A869724
Volné miesto (odhadované minimum) 72110
D karty (GUID) (x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 940

i~
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

3. Zobrazi sa dialéogové okno ,,Change Digital Signature PIN“. Pre pokracovanie
v zmene PIN zadajte svoj aktualny PIN, nasledne dvakrat za sebou zadajte NOVE
PIN a kliknite na ,,OK“.

';%' Change Digital Signature PIN: >
SafeNet Authentication Client THALES
I
Current Digital Signature PIM: |'""" |
Mew Digital Signature PIN: |uu |
Corfimn PIN: [sees] |

The new PIN must comply with the guality settings defined on the tolen.

A secure PIM has at least 8 characters, and containg upper-case letters, lower-case letters, numerals,
and special characters (such az |, § #, %).

Current Language: EM

Cancel
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

IV. Zmena PUK k elektronickému podpisu

1. Po spusteni aplikacie ,SafeNet Authentication Client Tools“ vyberte citacku,
v ktorej je vloZena Cipova karta IDPrime 940 (ak mate pripojenych viacero ¢itaciek
Cipovych kariet), a kliknite na volbu ,Detailed View/Advanced View* (pozri

obrazok).
(S) safelNet Authentication Client Tools - *
THALES
SafeNet Authentication Client O 12 e
W Card #809EF0538F39F174 / Rename Token
ki Change Token Password
ﬁ- Unlock Token
® S
0 —

2. PRE ZMENU PUK-U K ELEKTRONICKEMU PODPISU: Kliknite na volbu ,,Change Digital

Signature PUK“ (pozri obrazok).

@ SafeNet Authentication Client Tools

- X

THALES

SafeNet Authentication Client 2012 e

v &y Tokeny

. V@ Card #EC5271A23A869724 tokenu

g il

Ll aw _ Meno &itacky

i < Windows Hello for Business 1 ey

40} Nastavenie klienta Scxiove.co((lH- AT N
Volné miesto (odhadované minimum)
ID karty (GUID)
Meno produktu

Technical support: podpora@disig.sk

8 SafeNet Authentication Client Tools GREHEEN BPELSS S q@-

Card #EC5271A23A869724 "
Hardware

SMSC SMSC USX101x Reader 0
EC5271A23A869724

72110
(0x4B400052C2472A784B400052C2472...
IDPrime 940
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

3. Zobrazi sa dialogové okno ,,Change PUK Digital Signature Code“. Pre pokracovanie
v zmene PUK zadajte svoju aktualnu hodnotu PUK, nasledne dvakrat za sebou
zadajte NOVY PUK a kliknite na ,,OK“.

'@' Change Digital Signature PUK: *
SafeNet Authentication Client THALES
I
Current Digital Signature PUK: |'"""'"‘ |
New Digital Signature PLIK: |uuu |
Corfim PUK: |sseses |

The new PUK must comply with the quality settings defined on the token.

A secure PUK has at least 8 characters, and contains uppercase letters, lower-case letters, numerals,
and special characters (such as |, § #. %).

Current Language: EM

Cancel
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

V. Zmena administratorského hesla

1. Po spusteni aplikacie ,SafeNet Authentication Client Tools“ vyberte citacku,
v ktorej je vloZena Cipova karta IDPrime 940 (ak mate pripojenych viacero ¢itaciek
Cipovych kariet), a kliknite na volbu ,,Advanced View* (pozri obrazok).

@ SafeMNet Authentication Client Tools — >

THALES

SafeNet Authentication Client O 1?28

: Card #3D9EF0538F39F174 / Rename Token

xhkk Change Token Password

Unlock Token

n-
® Delete Token Content

View Token Info

thalesgroup.com

2. PRE ZMENU ADMINISTRATORSKEHO HESLA: Kliknite na volbu ,Change
Administrator Password“ (pozri obrazok).

@' SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 201?28

§) Safelet Authentication Client Tools @ B E S\ | p@|@| KX
v 4; Tokeny
V@ Card HEC5271A23A869724 Meno tokenu Card #EC5271A23A869724 A
| 2 § ﬁc o Kategéria tokenu Hardware
Y — d:::mffor — Meno Gitacky SMSC SMSC USX101x Reader 0
L gy 7 TUindOWS, Sériové &islo (PKCS#11) EC5271A23A869724
----- 40% Nastavenie klienta — L
Volné miesto (odhadované minimum) 72110
D karty (GUID) 0x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 940

Technical support: podpora@disig.sk Page 9 z 15




Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

3. Zobrazi sa dialogové okno ,,Change Administrator Password“. Pre pokracovanie
v zmene administratorského hesla zadajte svoju aktualnu hodnotu hesla, nasledne
dvakrat za sebou zadajte nové heslo a kliknite na ,,0K“.

'@' Change Administrator Password: Card #3D9EF0538F39F174 x

SafeNet Authentication Client THALES
|

Current Administrator Password:

New Administrator Password: | Tl |

Confim Passward: |""""- |

A secure password has at least 8 characters, and contains uppercase letters, lowercase letters,
numerals, and special characters (such as |, §, &, %).

Current Language: Sk

Cancel
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

VI. Odblokovanie hesla karty IDPrime 940

Pristup ku karte je chraneny Heslom (Password). Odblokovanie Hesla vyzaduje zadanie
administratorského hesla (AdminPassword). Vytvorenie elektronického podpisu/pecate
vyzaduje zadanie PIN. Odblokovanie PIN vyzaduje zadanie PUK.

Predvolené hodnoty nastavené vyrobcom su:
Password: 0000 (4 x 0) AdminPassword: enter the value "0" 48 times
PIN: 000000 (6 x 0) PUK: 000000 (6 x 0)

Ak zadate nespravne Heslo 5-krat za sebou alebo nespravny PIN 3-krat za sebou, karta
sa zablokuje. Nasledne je potrebné ju odblokovat pomocou administratorského hesla
(Administrator Password) alebo PUK.

i. KRITICKE UPOZORNENIE: Ak zadate nespravny PUK 3-krat za sebou, vasa karta sa
trvalo zablokuje a stane sa nepouzitefnou. V tomto okamihu stratite pristup ku vietkym
kIGéom a certifikatom a ich obnova bude nemozna!

1. Po spusteni aplikacie ,SafeNet Authentication Client Tools“ vyberte citacku,
v ktorej je vlozena Cipova karta IDPrime 940 (ak mate pripojenych viacero citaciek
Cipovych kariet), a kliknite na volbu ,Detailed View/Advanced View* (pozri
obrazok).

'@' SafeMet Authentication Client Tools — >

THALES

SafeNet Authentication Client

: Card #8D9EF0538F39F174 / Rename Token

hhkk Change Token Password
Unlock Token

n.
® Delete Token Content

View Token Info
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

2. Pre odblokovanie hesla tokenu kliknite na volbu ,,Set Token Password“.

‘§; SafeNet Authentication Client Tools - X
THALES
S) SafeNet Authentication Client Tools @ BEEN ‘ B (¥, ’i B2 Y 4%
V45 Tokeny
v @ Card #EC5271A23A869724 Meno tokenu Card #EC5271A23A869724 "
@ EC;emf#aty Kategéria tokenu Hardware
© Vo aivos Fiale for Brnt 1 Meno &itadky SMSC SMSC USX101x Reader 0
" ?\J/ . Sériové &islo (PKCS#11) EC5271A23A869724
<0¢ Nastavenie klienta e o
Volné miesto (odhadované minimum) 72110
ID karty (GUID) (x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 940

3. Zobrazi sa dialégové okno ,,Administrator Logon“. Zadajte administratorské heslo
(AdminPassword) a potvrd'te kliknutim na ,,0K“.

o Pozndmka: Pbvodné administratorské heslo si mozete vopred napisat’
napriklad do aplikdcie Poznadmkovy blok (Notepad) a odtial’ ho skopirovat’

a vlozit.
';,%' Adrninistrator Logen %
SafeNet Authentication Client THALES

Enterthe Token's administrator Passwaord .

Token MName: Card #8DSEF0538F35F174

Administrator Password: ||

Current Language: SK

Ok Cancel

4. Zobrazi sa dialogové okno ,Set Password“. Zadajte nové heslo dvakrat za sebou
(mobzete nastavit’ aj povodné heslo ,,0000“) a potvrd'te kliknutim na ,,0K*.

Technical support: podpora@disig.sk Page 12z 15




Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

@ Set Password: Card 28D9EFO538F39F174 *

SafeNet Authentication Client THALES

Token Password: “ |

Confimn Pagsword: ‘ |

[] Token password must be changed on first logon

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase letters, lower-case letters,
numerals, and special characters (such as |, &, &, %).

Current Language: SK

Enter a new password.

o |

VIl. Odblokovanie PIN k elektronickému podpisu

1. Pre odblokovanie PIN kliknite na volbu ,,Set Digital Signature PIN“.

@' SafeMet Authentication Client Tools - X

THALES

SafeNet Authentication Client

: Card #8DSEF0538F39F174 / Rename Token

*Rhk Change Token Password

Unlock Token

i
@ Delete Token Content

View Token Info

thalesgroup.com
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

2. Zobrazi sa dialégové okno ,Digital Signature PUK Logon“. Zadajte hodnotu PUK
k elektronickému podpisu a potvrdte kliknutim na ,,0K“.

;?3; SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client 201926

§) SafeNet Authentication Client Tools @PREEN BPELSLNEB Y A@

v 4; '_I:okeny

v C"’CﬁEC"’?‘mm Meno tokenu Card #EC5271A23A869724 A

# N :ert |k§ty Kategoria tokenu Hardware
|- © d:w:‘;‘:ffor Business 1 Meno &itacky SMSC SMSC USX101x Reader 0
[y M o Sériové Gislo (PKCS#11) EC5271A23A869724
~40¢ Nastavenie klienta o —

Volné miesto (odhadované minimum) 72110
ID karty (GUID) 0x4B400052C2472A784B400052C2472...
Meno produktu IDPrime 540

3. Zobrazi sa dialogové okno ,,Set PIN“. Zadajte novy PIN dvakrat za sebou (mozete
nastavit’ aj povodny PIN ,,000000¢) a potvrdte kliknutim na ,,OK“.

'@' Set PIM: Card #8D9EF0538F39F174 s

SafeNet Authentication Client THALES

Mew Digital Signature PIN: “ |

Corfimm PIM: ‘ |

Token PIMN must be changed on first logon

The new PIN must comply with the quality settings defined on the token.

Azecure PIN has at least 8 characters, and contains upper-case letters, lower-case letters, numerals,
and special characters (such as |, 8, #, %).
Current Language: SK

Enter a new FPIN.

oK Cancel
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Navod na zmenu hesla tokenu, administratorského hesla, PIN a PUK

VIlIl. UPOZORNENIE
@ NEVER run "Initialize Token".

NIKDY nespustajte funkciu ,Initialize Token“. Tato operacia TRVALO ZNICi vietky
certifikaty a nastavenia tokenu, ¢im sa token stane Uplne NEPOUZITELNYM.

';,5;' SafeMet Authentication Client Tools - x
THALES |

SafeNet Authentication Client @019?e

Safellet Authentication Client Taols EIEEES| D EDAE 2 T LR
g‘ '[okens
v S FeE Initialize Token Card #3D9EF0538F39F 174 n
5] CC certficates sy Hard
H ‘ﬁ* Settings oken category ardware
: Reader name Gemalto USB Smart Card Reader 0
i Yubico Yubikey 4 OTP+U2F+CCID 0
. il Serial number (PKCS#11) 8D9EF0538F39F 174
+0¢ Client Settings = :
Free space (minimum estimated) 63368
Card 1D {GUIDY Ox4B400053A04 72A734B400053AD4 72478
Product name |DFrime 940
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