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Navod na zmenu
Hesla tokenu, Hesla Administratora, PIN a PUK
pre elektronicky podpis
v aplikacii SafeNet Authentication Client
na platforme Ubuntu 24.04.1

Tento dokument obsahuje podrobné postupy tykajuce sa manazmentu Hesla
tokenu / karty, Hesla Administratora, PIN a PUK pre elektronicky podpis (Digital
Signature PIN resp. Digital Signature PUK), ktoré chrania pristup ku Kkarte
a kryptografickym klu¢om uloZenym na kvalifikovanom zariadeni pre elektronicky
podpis / pecat’ (QSCD) ,,Gemalto“ prostrednictvom aplikacie SafeNet Authentication
Client na platforme linuxovych distriblcii zalozenych na Ubuntu.

Pre pracu s ¢ipovou kartou Gemalto je potrebné mat’ aplikaciu SafeNet Authentication
Client (dalej SAC) nainstalovanl na pocitaci, ku ktorému je pripojena citacka s touto
kartou.

Aplikacia SAC je dostupna na stiahnutie na URL:

https://eidas.disig.sk/sk/kvalifikovane-certifikaty/podpora/gscd-
zariadenia/gemalto/

Pre rychly pristup k jednotlivym castiam kliknite na nazov jednotlivej Casti:
I.  Zmena Hesla ku karte Gemalto

[I. Zmena PIN pre elektronicky podpis

[ll. Zmena PUK pre elektronicky podpis

IV. Zmena Hesla Administratora

V. Odblokovanie Hesla ku karte Gemalto

VI. Odblokovanie PIN pre elektronicky podpis



Navod na zmenu/odblokovanie Hesla tokenu, Hesla administratora, PIN/PUK v aplikacii SAC/Ubuntu

I.  Zmena Hesla ku karte Gemalto

Pristup ku karte/tokenu je chraneny Heslom karty, kde predvolena hodnota nastavena
vyrobcom je 4-krat cislovka nula: 0000.

Zmenu predvolenej hodnoty Hesla karty na vlastna hodnotu vykonate podla tohto
postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte Citacku, kde je
vloZena Cipova karta Gemalto (ak mate pripojenych viac citaciek Cipovych kariet
s vlozenou kartou) a kliknite na polozku ,,Podrobné zobrazenie / Advanced View*
(vid'. obrazok).

r -
SafeNet Authentication Client Tools x

THALES

SafeNet Authentication Client 2o 12 e

> Card #DASCFO733672A3ES / Rename Token

*hkkk
Change Token Password

n
- Unilock Token

® Delete Token Content
p View Token Info

thalesgroup.com

2. Pre zmenu Hesla (Password) kliknite na polozku ,.Change Password“ (vid.
obrazok).

SafeMet Authentication Client Tools ®

THALES

SafeNet Authentication Client 20 1?8

e @SaieNetAu:hemlcatlonCllentTools @ @- @ E‘ “ B ‘E‘ ! @ g q » e

~ &% Tokens

v € Card #DASCFO755672A3ES Token name Card #DA5CF0755672A3E5
> [EICC certificates Token category Hardware
> ik Settings Reader name SCM Microsystems Inc. SCR 331 [CCID In
i Client Settings Serial number (PKCS#11) DASCFO755672A3ES
Free space (minimum estimated) 71498
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3.  Zobrazi sa dialdgové okno ,,Change Password“ - pre pokracovanie v zmene HESLA
je nutné zadat povodné HESLO a nasledne 2x pod sebou zadat NOVE HESLO
a zvolit' ,,0K*.

Fi A
Change Password: Card #DASCF0755672A3E5 x

SafeNet Authentication Client THALES
I m———

Current Token Password:

New Token Password:
Confirm Password:

The new password must comply with the guality seftings defined on the token.

A secure pessword has at least 8 characters, and contains upper-case letters, lower-case letters, numerals, and
special characters (suchas | § # %).

Current Language: EN

Enter your current password.

Cancel

Change Password: Card #DASCFOTS5672A3ES

@ Password changed successfully,

CK
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Il. Zmena PIN pre elektronicky podpis

Vyhotovovanie podpisu/pecate je podmienené zadanim PIN, kde predvolena hodnota
nastavena vyrobcom je 6-krat Cislovka nula: 000000.

Zmenu predvolenej hodnoty PIN pre elektronicky podpis na vlastniu hodnotu
vykonate podla tohto postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte Citacku, kde je
vloZena Cipova karta Gemalto (ak mate pripojenych viac citaciek Cipovych kariet
s vlozenou kartou) a kliknite na polozku ,,Podrobné zobrazenie/Advanced View*
(vid'. obrazok).

[ ~

THALES
SafeNet Authentication Client @12 e
:{Qcaﬂj #DASCFO755672A3ES / Rename Token

b

*kkk
Change Token Password

n
- Unlock Token

® Delete Token Content
/O View Token Info

2. PRE ZMENU PIN pre elektronicky podpis: Kliknite na polozku ,,Change Digital
Signature PIN“ (vid’ obrazok).

F Bl
SafeNet Authentication Client Tools x

THALES

SafeNet Authentication Client 20 12 ¢

% @Sa{eNmAmhemicaﬁcncliemers @ @ @ IEI L E lE.‘ IIP =] @ ? A *

~ #%Tokens

Token name Card fDASCFO755672A3ES
« [HICC cenificates Token category Hardware
&IDPrime240 TEST PM Reader name SCM Microsystems Inc. SCR 331 [CCID In
> 4k Settings Serial number (PKCS#11) DASCFO755672A3E5
{8 Client Settings Free space (minimum estimated) 71498
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3. Zobrazi sa dialogové okno ,,Change Digital Signature PIN“ - pre pokracovanie
v zmene PIN je nutné zadat’ povodny PIN a nasledne 2-krat pod sebou zadat’ NOVY
PIN a zvolit ,,OK*.

r
Change Digital Signature PIN: x

SafeNet Authentication Client THALES
I

Current Digital Signature PIN: ssssas

Mew Digital Signature PIN:
sssess

Confirm PIN: —
The new PIN must comply with the guslity settings defined on the token.

A secure PIN has at least B characters, and contains upper-case letters, lower-case letters, numerals, and
special characters (suchas |, §, # %).

Current Language: EN

Change Digital Signature PIM:

Password changed successFully,

Ok
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lll. Zmena PUK pre elektronicky podpis

Odblokovanie zablokovaného PIN pre elektronicky podpis podpisu/pecate je
podmienené zadanim PUK, kde predvolena hodnota nastavena vyrobcom je 6-krat
Cislovka nula: 000000.

Zmenu predvolenej hodnoty PUK pre elektronicky podpis na vlastnu hodnotu
vykonate podla tohto postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte Citacku, kde je
vloZena Cipova karta Gemalto (ak mate pripojenych viac Citaciek Cipovych kariet
s vlozenou kartou) a kliknite na polozku ,,Podrobné zobrazenie/Advanced View*
(vid'. obrazok).

2. PRE ZMENU PUK pre elektronicky podpis: Kliknite na polozku ,,Change Digital
Signature PUK*“ (vid obrazok).

|8 e |
SafeNet Authentication Client Tools x
THALES
. : .
SafeNet Authentication Client 20128
« (S) SafeNet Authentication Client Tools @ PR E NS B EIDEB ] A | o
b ¥ |22 = = :
~ #% Tokens
+ € Card #DASCFU755672A3E5 | Token name Card #DASCFO755672A3E5
+ [FlcC centificates Token category Hardware
@IDanemD TEST PM Reader name SCM Microsystems Inc. SCR 331 [CCID In
» 4 Settings Serial number (PKCS#11) DASCF0755672A3E5
i Client Settings Free space (minimum estimated) 71498

3. Zobrazi sa dialégové okno ,,Change Digital Signature PUK“ - pre pokracovanie
v zmene PUK je nutné zadat povodny PUK a nasledne 2-krat pod sebou zadat’ NOVY
PUK a zvolit’ ,,OK“.

"

Change Digital Signature PUK: x
SafeNet Authentication Client THALES
Current Digital Signature PUK: sssess

MNew Digital Signature PUK:
ssssss

Confirm PUK: [ITTTT]

The new PUK must comply with the quality settings defined on the token.

A secure PUK has st least B characters, and contains upper-case letters, lower-case letters, numerzls, and
special characters (suchas ! § # %)

Current Language: EN

oK Cancel
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Change Digital Signature PUK:

Password changed successFully.

8] 4
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IV. Zmena Hesla Administratora

Niektoré operacie s tokenom su podmienené znalostou Hesla Administratora, kde
predvolena hodnota nastavena vyrobcom je 48-krat cislovka nula:
000000000000000000000000000000000000000000000000.

Zmenu predvolenej hodnoty Hesla Administratora na vlastnd hodnotu vykonate
podla tohto postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte Citacku, kde je
vloZena cCipova karta Gemalto (ak mate pripojenych viac citaciek Cipovych kariet
s vlozenou kartou) a kliknite na polozku ,,Advanced View*.

2. PRE ZMENU Hesla Administratora: Kliknite na polozku ,,Change Administrator
Password“, (vid’ obrazok).

F b, |
SafeNet Authentication Client Tools x
THALES
SafeNet Authentication Client @0 1?8
- '&'Safel‘dei Authentication Client Tools & m @ B “ @, EI 0 & @ § A i
~ #%Tokens = = =
~ € Card #DASCFO75567243ES | Token name Card #DASCFO755672A3E5
e EJ CC cerificates Token category Hardware
&IDPrimeg40 TEST PM Reader name SCM Microsystems Inc. SCR 331 [CCID In
» 4 settings Serial number (PKCS#11) DASCFO755672A3E5
G Cllent Settings Free soace (minimum estimated) 71498

3. Zobrazi sa dialdogové okno ,,Change Administrator Password“ - pre pokracovanie
v zmene PUK je nutné zadat' povodnu hodnotu hesla a nasledne 2-krat pod sebou
zadat’ nové heslo a zvolit’ ,,0K“.

Change Administrator Pessword: Card #DASCFO755672A3E5 X

SafeNet Authentication Client THALES

Current Administrator Password:

New Administrator Password:
secsscseeee

Confirm Password: sssssssess

A secure password has at least B characters, and contains upper-case letters, lower-case letters, numerals, and
special cheracters (such as |, §, #, %),

Current Language:  EN

OK Cancel
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Change Administrator Password: Card #DASCFOT556T2A3ES

Password changed
successfully.

DK
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V. Odblokovanie Hesla ku karte Gemalto

Pristup ku karte / tokenu je chraneny Heslom karty. Ak 5-krat za sebou zadate
nespravne Heslo karty, karta sa zablokuje a je potrebné odblokovat’ ho pomocou Hesla
Administratora.

SafeNet Authentication Client Tools X

THALES

SafeNet Authentication Client 20 i? e

~ (8 safeNet Authentication Client Tools @ B OE S B E L OEB g T

~ .g: Tokens

~ € Card #DASCFO755672A3E5
> Elcc certificates

5 %% Settings Product name IDPrime 9408
BiClient Settings Card type IDPrime
Applet Version IDPrime Java Applet 4.4.2 A
Mask version MSA153
Tnken P: Prasent
Token Password retries remaining ]
Maximum Token Password retries 5
Token Password expiration No expiration
Administrator Password Present

Administrator Password refries remaining 5
Maximum administrator Password retries 5

E1DS Brofila s

Predvolena hodnota nastavena vyrobcom pre Heslo Administratora: je 48-krat Cislovka
nula t. j. ,,000000000000000000000000000000000000000000000000“, ak ste si ju
uz medzitym nezmenili na vlastnu hodnotu.

Pri odblokovani Hesla ku karte postupujte podla tohto navodu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte Citacku, kde je
vloZena Cipova karta Gemalto (ak mate pripojenych viac citaciek Cipovych kariet
s vlozenou kartou) a kliknite na polozku ,,Advanced View* (vid' obrazok).

s
SafeNet Authentication Client Tools %

THALES

SafeNet Authentication Client m 1?2 e

| —

’# Card #DADCFO735672A3ED / Rename Token

*kkk
Change Token Password

n
B uriock Token
@ Delete Token Content
p View Token Info
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2.  Pre odblokovanie Hesla tokenu kliknite na polozku ,,Set Token Password“

Safeiet Authenticetion Client Tools ®

THALES

SafeNet Authentication Client @012 8

~ (8 safeNet Authentication Client Tools @ B B @ s B & 5 8|3 ] A o

~ g% Tokens

Token name Card #DASCFO755672A3ES
> EICC centificates Token category Hardware
b ~#Se‘ctlngs Reader name SCM Microsystems Inc. SCR 331 [CCID In
i Client Settings Serial number (PKCS#11) DASCFO755672A3ES
Free space (minimum estimated) 71498

3. Zobrazi sa dialégové okno , Administrator Logon“. Zadajte heslo administratora
a volbu potvrd'te ,,OK*“.

P

Administrator Logon x
SafeNet Authentication Client THALES
1

Enter the Token's administrator Password.
Token Name; Card #DASCEOTS5672A3E5S

Administrator Password; T

Current Langusage: EN

oK Cancel

Poznamka: Ak mate povodné heslo administratora, tak si ho radsej napiste napr.
v programe Gedit a skopirujte.

4, Zobrazi sa dialogové okno ,,Set Password“. Zadajte 2-krat nové heslo, mozete
nastavit’ aj povodné heslo,,0000“ a volbu potvrd'te ,,0K*.

Set Password: Card #DASCFO755672A3E5 *

SafeNet Authentication Client THALES

I
Token Password: |
Confirm Password:

Token pessword must be changed on first logon

The new password must comply with the quality settings defined on the token.

A secure password has ot least 8 , and contains upp letters, | letters, numerals, and
special characters {such as |, §, #, %).

Current Langusge: EM

Enter 5 new password.

Cancel
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Set Password: Card #DASCFOT556T2ZA3ES

@ Password set successFully,

CK
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VI. Odblokovanie PIN pre elektronicky podpis

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte Citacku, kde je
vloZena cCipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet
s vlozenou kartou) a kliknite na polozku ,,Advanced View*.

SafeNet Authentication Client Toals x

THALES

SafeNet Authentication Client 2012 e

A @Sa{eNetAutmmicatichIiemTocls @ |!’ m |E N @, = i & @ i A s

~ a3 Tokens

~ € Card #DASCFO755672A3ES

> FICC certificates

VIQAITIUNT | OREN FaSSWOIU reues 2
’ ﬁ Selfings Token Password expiration No expiration
i Client Setti
b e Administrator Password Present

Administrator Password retries remaining 5
Maximum administrator Password retries 5

FIFS Profile NIA
Commeon Criteria (CC) Profile CC EALS+ /PP QSCD
Token unlock objects Administrator

Digital Signature PIN retries remaining 0
Digital Signature PIN maximum refries 3

2. Pre odblokovanie PIN kliknite na polozku:,,Set Digital Signature PIN“.

r ~
SafeNet Authentication Client Tools x

THALES

SafeNet Authentication Client @20 1? e

~ (8 safeNet Authentication Client Tool: @ B EOE SN B E N3 T 4| %

~ #%Tokens =

Token name Card #DASCF0755672A3E5
+ [Flcc certificates Token category Hardware
&lIDPrime940 TEST PM Reader name SCM Microsystems Inc. SCR 331 [CCID In
> Gk settings Serial number (PKCS#11) DASCFO755672A3E5
ik Client Settings Free space (minimum estimated) 71498

3. Zobrazi sa dialégové okno ,,Digital Signature PUK Logon“. Zadajte hodnotu PUK
pre elektronicky podpis a potvrdte ,,0K*.

[ o |
Digital Signature PUK Logon b 4

SafeNet Authentication Client THALES
1

Enter the Digital Signature PUK:

Token Name: Card #DASCEQ07S5672A3ES

Drigital Signature PUK: sssses

Current Language: EN

Retries remaining before the token is locked: 3 oK Cancel
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4, Zobrazi sa dialogové okno ,,Set PIN“. Zadajte 2-krat novy PIN, moZete nastavit’ aj
povodny PIN ,,000000“ a potvrdte ,,OK“.

r ~
Set PIN: Card #DASCFO755672A3E5 x
SafeNet Authentication Client THALES
= — |
New Digital Signature PIN: sssess
Confirm PIN: LITYT T

The new PIN must comply with the quality settings defined on the token.
A secure PIN has st least B characters, and contains upper-case letters, lower-case letters, numerals, and
special characters (suchas |, §, #, %).

Current Language:  EN

oK Cancel

Set PIN: Card #DASCFOTSS5672A3ES

@ Password set successFully.

OK
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