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Navod na zmenu Hesla tokenu, Hesla Administratora,
PIN a PUK pre elektronicky podpis v aplikacii SafeNet
Authentication Client na platforme macOS

Tento dokument obsahuje podrobné postupy tykajlce sa manazmentu Hesla
tokenu/karty, Hesla Administratora, PIN a PUK pre elektronicky podpis (Digital
Signature PIN resp. Digital Signature PUK), ktoré chrania pristup ku Kkarte
a kryptografickym kliucom uloZenych na kvalifikovanom zariadeni (QSCD) pre vytvorenie
elektronického podpisu/pecate s Cipovou kartou Gemalto IDPrime 940, a to
prostrednictvom aplikacie SafeNet Authentication Client na platforme macOS.

Pre pracu s ¢ipovou kartou Gemalto IDPrime 940 je potrebné mat aplikaciu SafeNet
Authentication Client (d'alej SAC) nainstalovanu na pocitaci, ku ktorému je pripojena
Citacka/token s touto kartou.

Aplikacia SAC pre macOS je dostupna na stiahnutie, URL:
https://eidas.disig.sk/sk/kvalifikovane-certifikaty/podpora/ascd-
zariadenia/gemalto/

Pre rychly pristup k jednotlivym Castiam kliknite na nazov jednotlivej Casti:

I.  Zmena Hesla karty Gemalto

[I.  Zmena PIN pre elektronicky podpis
[ll.  Zmena PUK pre elektronicky podpis
IV. Zmena Hesla Administratora

V. Odblokovanie Hesla ku karte Gemalto

VI. Odblokovanie PIN pre elektronicky podpis


https://eidas.disig.sk/sk/kvalifikovane-certifikaty/podpora/qscd-zariadenia/gemalto/
https://eidas.disig.sk/sk/kvalifikovane-certifikaty/podpora/qscd-zariadenia/gemalto/

Navod na zmenu / odblokovanie Hesla tokenu, Hesla administratora, PIN / PUK v aplikacii SAC/macQS

I. Zmena Hesla karty Gemalto

Pristup ku karte/tokenu je chraneny Heslom karty, kde predvolena hodnota nastavena
vyrobcom je 4-krat Cislovka nula: 0000.

Zmenu predvolenej hodnoty Hesla karty na vlastni hodnotu vykonate podla tohto
postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools* zvolte Citacku, kde je
vloZena cipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet
s vloZzenou kartou) a kliknite na polozku ,,Podrobné zobrazenie/Advanced View*
(vid'. obrazok).

@ SafeNet Authentication Client Tools
gemalto
SafeNet Authentication Client ale 12 e
/ Rename Token

Change Token Password

] Unlock Token

Delete Token Content

View Token Info

® GEMALTO0.COM

2.  Pre zmenu ,Hesla karty“ kliknite na polozku ,,Change Password“ (vid'. obrazok).

[ SafeMet Authentication Client Tools
SafeNet Authentication Client ao 19
@0 1?2 6
¥ (S SafeNet Authentication Client... 2 B RElE|N B 8 M2 T4 %
¥ 4% Tokens
¥ W Card #8F3070384C2C5... Token name Change Password Card #8F3070384C2C5934
> E-J CC certificates Token category Hardware
. » Lk Settings Reader name Gemailto PC Twin Reader
{¢ Client Settings Serial number (PKCS#11) 8F3070384C2C5934
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3. Zobrazi sa dialdégové okno ,,Change Password“ - pre pokracovanie v zmene je
nutné zadat’' povodné Heslo karty a nasledne 2x pod sebou zadat NOVE HESLO
a zvolit' ,,0K*“.

[ ] Change Password: Card #8F3070384C2C5934

SafeNet Authentication Client gemalto’

Current Token Password:

New Token Password:

Confirm Password: s

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, #, %).

Current Language: EN

OK Cancel

Change Password: Card #8F3070384C2C5934

Password changed successfully.

» ——
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Navod na zmenu / odblokovanie Hesla tokenu, Hesla administratora, PIN / PUK v aplikacii SAC/macQS
ll. Zmena PIN pre elektronicky podpis

Vyhotovovanie podpisu/pecate je podmienené zadanim PIN, kde predvolena hodnota
nastavena vyrobcom je 6-krat Cislovka nula: 000000.

Zmenu predvolenej hodnoty PIN pre elektronicky podpis na vlastnd hodnotu
vykonate podla tohto postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools* zvolte Citacku, kde je
vloZena cipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet

s vloZenou kartou) a kliknite na polozku ,,Podrobné zobrazenie/Advanced View*
(vid'. obrazok).

® SafeNet Authentication Client Tools

gemalto’
SafeNet Authentication Client [alo 12 e

| —
& Card #8F3070384C2C5934

Rename Token

Change Token Password

Unlock Token

Delete Token Content

View Token Info

©® GEMALTO0.COM

2. Pre zmenu ,,PIN pre elektronicky podpis“, kliknite na polozku ,,Change Digital
Signature PIN“ (vid’ obrazok).
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® SafeNet Authentication Client Tools

gemalto’

SafeNet Authentication Client 260 12 @

¥ 4% Tokens

v (8 safeNet Authentication Client... 2 B E SN B & BB A%

v W Card #8F3070384C2CS... Token name Card #3F3070384C Change Digital Signature PIN
> El CC certificates Token category Hardware
> Lk Settings Reader name Gemalto PC Twin Reader

- :

£G¢ Client Settings Serial number (PKCS#11) 8F3070384C2C5934

3. Zobrazi sa dialogové okno ,,Change Digital Signature PIN“ - pre pokracovanie
v zmene je nutné zadat’' povodny PIN a nasledne 2-krat pod sebou zadat’ NOVY PIN
a zvolit’ ,,0K“.

® Change Digital Signature PIN:
SafeNet Authentication Client WTB"ZO
Current Digital Signature PIN:  sssnae

MNew Digital Signature PIN:

ConfirmPIN: ~ [esssass

The new PIN must comply with the quality settings defined on the token.

A secure PIN has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, #, %).

Current Language: EN

OK Cancel

Change Digital Signature PIN:

Password changed successfully.

& ———
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lll.Zmena PUK pre elektronicky podpis

Odblokovanie zablokovaného PIN pre elektronicky podpis podpisu/pecate je
podmienené zadanim PUK, kde predvolena hodnota nastavena vyrobcom je 6-krat
Cislovka nula: 000000.

Zmenu predvolenej hodnoty PUK pre elektronicky podpis na vlastni hodnotu vykonate
podla tohto postupu.

1. Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte cCitacku, kde je
vloZena cipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet
s vloZzenou kartou) a kliknite na polozku ,,Podrobné zobrazenie/Advanced View*
(vid'. obrazok).

@ SafeNet Authentication Client Tools

gemalto’
SafeNet Authentication Client |;|, i? e

Q Card #8F3070384C2C5934

Rename Token

Change Token Password

= Unlock Token

Delete Token Content

View Token Info

® GEMALTO0.COM

2.  PRE ZMENU PUK pre elektronicky podpis: Kliknite na polozku ,,Change Digital
Signature PUK“ (vid’ obrazok).

@ SafeNet Authentication Client Tools
SafeNet Authentication Client "R NC
20128
v (8) SafeNet Authentication Client... @ B R =N B e E R § A
¥ 4% Tokens

v ® Card #8F3070384C2CS... Token name Card #8F3070384c. Change Digital Signature PUK
> &':JCC certificates Token category Hardware
> %% Settings Reader name Gemalto PC Twin Reader

{Gk Client Settings Serial number (PKCS#11) 8F3070384C2C5934
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3. Zobrazi sa dialégové okno ,,Change Digital Signature PUK“ - pre pokracovanie
v zmene PUK je nutné zadat povodny PUK a nasledne 2-krat pod sebou zadat’ NOVY

PUK a zvolit’ ,,OK“.

[ Change Digital Signature PUK:

SafeNet Authentication Client gemalto

Current Digital Signature PUK:  ssssss

New Digital Signature PUK: ...,
Confirm PUK: [

The new PUK must comply with the quality settings defined on the token.

A secure PUK has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, #, %).

Current Language: EN

OK Cancel

Change Digital Signature PUK:

Password changed successfully.

o ——

Kontakt na technickl( podporu: podpora@disig.sk Strana 7 z 13



mailto:podpora@disig.sk

Navod na zmenu / odblokovanie Hesla tokenu, Hesla administratora, PIN / PUK v aplikacii SAC/macQS

IV.Zmena Hesla Administratora

Niektoré operacie s tokenom si podmienené znalostou Hesla Administratora, kde
predvolena hodnota nastavena vyrobcom je 48-krat Cislovka nula:
000000000000000000000000000000000000000000000000.

Zmenu predvolenej hodnoty Hesla Administratora na vlastni hodnotu vykonate
podla tohto postupu.

1.

Po spusteni aplikacie ,,SafeNet Authentication Client Tools“ zvolte ¢itacku, kde je
vloZena cipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet
s vloZzenou kartou) a kliknite na polozku ,,Advanced View*“.

PRE ZMENU Hesla Administratora: Kliknite na polozku ,,Change Administrator
Password*“, (vid' obrazok).

® SafeNet Authentication Client Tools
SafeNet Authentication Client 2o 19
@0 12 e
v (S) SafeNet Authentication Client... 2 B EE N\ = o E B T4 %
¥ 4% Tokens -
v % Card #8F3070384C2CS5... Token name Change Administrator Password 934
» BICC certificates Token category Hardware
) > %k Settings Reader name Gemalto PC Twin Reader
¢ Client Settings Serial number (PKCS#11) 8F3070384C2C5934

Zobrazi sa dialégové okno ,,Change Administrator Password“ - pre pokracovanie
v zmene PUK je nutné zadat’ povodni hodnotu hesla a nasledne 2-krat pod sebou
zadat’ nové heslo a zvolit’ ,,0K*.

@ Change Administrator Password: Card #8F3070384C2C5934

SafeNet Authentication Client gemalto

Current Administrator Password:

New Administrator Passward:

Confirm Password:

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, #, %).

Current Language: EN

OK Cancel
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Change Administrator Password: Card #8F3070384C2C5934

Password changed successfully.
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V. Odblokovanie Hesla ku karte Gemalto

Pristup ku karte/tokenu je chraneny Heslom karty. Ak 5-krat za sebou zadate nespravne
Heslo karty, karta sa zablokuje a je potrebné odblokovat ho pomocou Hesla
Administratora.

Predvolena hodnota nastavena vyrobcom pre Heslo Administratora: je 48-krat Cislovka
nula t. j. ,,000000000000000000000000000000000000000000000000“, ak ste si ju
uz medzitym nezmenili na vlastnd hodnotu.

Pri odblokovani Hesla ku karte postupujte podla tohto navodu.
1.  Po spusteni aplikacie ,,SafeNet Authentication Client Tools* zvolte Citacku, kde je

vloZena cipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet
s vloZzenou kartou) a kliknite na polozku ,,Advanced View* (vid’ obrazok).

[ ] SafeNet Authentication Client Tools

gemalto
SafeNet Authentication Client [ hoi2e

Q Card #8F3070384C2C5934
w>

Rename Token

Change Token Password

2.  Pre odblokovanie Hesla tokenu kliknite na polozku ,,Set Token Password*

® SafeNet Authentication Client Tools

gemalto

SafeNet Authentication Client 20128

v (S SafeNet Authentication Client... @ B ®E N B = NN @ g Al
sy * 20 e e 1 — i : B
¥ 4% Tokens

v ‘% Card #8F3070384C2C5... ¢ Set Token Password g4,
» EICC certificates

Token name
. Token category Hardware

: > %# Settings Reader name Gemalto PC Twin Reader
.0¢ Client Settings Serial number (PKCS#11) 8F3070384C2C5934

3. Zobrazi sa dialogové okno ,,Administrator Logon“. Zadajte heslo administratora a
volbu potvrd'te ,,0K*.

Poznamka: Povodné heslo administratora si napiste napr. v programe Gedit
a skopirujte.
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[ ] Administrator Logon

SafeNet Authentication Client gemalto’

Enter the Token's administrator Password.

Token Mame:

Administrator Password: ||

Current Language: EN
This is an unlicensed copy for evaluation use only.

Cancel

4. Zobrazi sa dialogové okno ,Set Password“. Zadajte 2-krat nové heslo, mozete
nastavit’ aj povodné heslo,,0000“ a volbu potvrd'te ,,0K*.

[ ] Set Password: Card #8F3070384C2C5934

SafeNet Authentication Client gemalto’

Token Password:

Canfirm Password: | ]

The new password must comply with the quality settings defined on the token.
A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, $, #, %).

Current Language: EN

OK Cancel

Set Password: Card #8F3070384C2C5934

Password changed successfully.

. ——
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VI.Odblokovanie PIN pre elektronicky podpis

Vyhotovovanie podpisu/pecCate je podmienené zadanim PIN. Odblokovanie PIN je
podmienené zadanim PUK.

Ak 3-krat za sebou zadate nespravny PIN, tento sa zablokuje a je potrebné ho
odblokovat pomocou PUK.

Predvolena hodnota nastavena vyrobcom pre PUK je 6-krat cislovka nula t. j.
,000000%, ak ste si ju uz medzitym nezmenili na vlastnu hodnotu.

Pri odblokovani PIN ku karte postupujte podla tohto navodu.
1.  Po spusteni aplikacie ,,SafeNet Authentication Client Tools* zvolte Citacku, kde je
vloZena cipova karta Gemalto (ak mate pripojenych viac cCitaciek Cipovych kariet

s vloZzenou kartou) a kliknite na polozku ,,Advanced View*“.

2.  Pre odblokovanie PIN kliknite na polozku:,,Set Digital Signature PIN“.

[ ] SafeNet Authentication Client Tools
SafeNet Authentication Client 26 128
_
¥ (S) SafeNet Authentication Client... z B E =N @ ® L E §
¥ &% Tokens _
v W Card #8F3070384C2C5... Token name Card #8F3070384C2C5g Set Digital Signature PIN

» BICC certificates
> 3k Settings

Token category Hardware
N Reader name Gemalto PC Twin Reader
:0 Client Settings Serial number (PKCS#11) 8F3070384C2C5934

3. Zobrazi sa dialogové okno ,,Digital Signature PUK Logon“. Zadajte hodnotu PUK
pre elektronicky podpis a potvrdte ,,OK“.

[ ] Digital Signature PUK Logon

SafeNet Authentication Client gemalto

Enter the Digital Signature PUK:

Token Name:

Digital Signature PUK:

Current Language: EN

This is an unlicensed copy for evaluation use only.

Cancel
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4. Zobrazi sa dialégové okno ,Set PIN“. Zadajte novy PIN, moOzete nastavit aj
povodny PIN ,,000000“ a potvrd'te ,,0K*.

[ J Set PIN: Card #8F3070384C2C5934

SafeNet Authentication Client gemalto

Mew Digital Signature PIN: ~ ssseae

Confirm PIN: | ...... |

The new PIN must comply with the quality settings defined on the token.

A secure PIN has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, #, %).

Current Language: EN

OK Cancel

Set PIN: Card #8F3070384C2C5934

Password changed successfully.

- —=
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